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Overview
1. Motivation

2. UEFI background

3. Anti-Evil Maid

4. Extending the SRTM chain

5. EFI_LOAD_OPTION

6. Launching DRTM after SRTM
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OpenXT
• Security hardened distribution

• Based on Xen & Linux

• Anti-Evil Maid using Intel TXT

• No boot-time security for non-Intel hw

• No UEFI / SecureBoot support

Motivation
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UEFI (2007)
• Successor of Intel’s EFI specification

• Heavily influenced by Microsoft

• Reused PE binary format (ie. exe)

SecureBoot (2011)
• Public-key crypto using signatures

• Heavily influenced by Microsoft

UEFI/SecureBoot
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1. Install public keys in firmware NVRAM

2. Sign binaries with private key

3. Firmware verifies signatures as software is loaded

4. Firmware only executes binaries with valid signatures

Doesn’t use the TPM!

UEFI/SecureBoot
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Systems ship with OEM and Microsoft keys pre-loaded

What about Linux / FreeBSD / etc?

1. Require users to install custom SecureBoot keys

2. Get Microsoft to sign GRUB and/or every kernel?

Neither of these options is “easy”

UEFI/SecureBoot
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Small UEFI application with a new SecureBoot key embedded

Capable of checking signatures with embedded key

Can be signed by Microsoft

Shim key-owner can sign its own kernel updates independently

3rd option: the shim
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Shim registers a service with the firmware

Shim loads & launches Xen

1. SecureBoot verification
2. Measures it into the TPM

Xen locates shim protocol and verifies dom0 kernel

Xen and the shim
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1. ..the user to the computer

○ “Please enter your password”

2. ..the software to the computer

○ SecureBoot

3. ..the computer to the user

○ Anti-Evil Maid (AEM)

Authenticate..
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Have to ensure that the system:

1. Says what it does

2. Does what it says

3. Can prove it

AEM Requirements
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Using local encryption
1. Record state of a “good” system into the TPM 
2. Encrypt (“seal”) <something> with the TPM
3. TPM only decrypts (“unseal”) <something> when state matches

Using remote attestation
1. Record state of the system into the TPM
2. Send quote to remote machine to verify

AEM Proof options
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When to measure?
1. From the start

• Static-root-of-trust (SRTM)

• Usually considered too complex to be practical

2. After we are done booting

• Dynamic-root-of-trust (DRTM)

• Intel Trusted Execution Technology (TXT)

Measurements needed
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To be fully effective requires either:
1. Secure Transfer Monitor (STM)

• Without it firmware is in the TCB

• No OEM supports it

2. Combined with SRTM

• Firmware is in the TCB

DRTM
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SRTM
SRTM
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Need to measure

Extending the SRTM chain

• Xen

• Xen command line

• XSM policy

• Dom0 kernel

• Dom0 initrd

• Dom0 command line

• Dom0 rootfs
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Compile everything into static images
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Static compile-in options
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1. UEFI loads, measures & verifies the shim

2. The shim loads, measures & verifies Xen

3. Xen loads dom0

4. Xen uses the shim to measure & verify dom0

Extending the SRTM chain
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This should “just work”
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● Xen fails to launch when loaded by the shim

● Shim protocol only available with SecureBoot on

● The shim only measures with SecureBoot on

● The shim SecureBoot verifies dom0 but doesn’t measure it

● The shim silently hides TPM failures

Fixes upstreamed/under review

Almost...
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All measurements of PE images fail with PE_COFF_IMAGE flag

TPM2 failure on Dell
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Measurement type will differ on good vs bad firmware
● PE_COFF_IMAGE=Authenticode; raw=sha256
● Pre-calculating expected PCR values not possible
● Custom patch to shim required to standardize on sha256
● Until all firmwares work with PE_COFF_IMAGE flag

TPM2 failure with Dell
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Still possible to override from bootloader Xen’s..
• ..built-in XSM policy
• ..built-in command line

Xen under UEFI can load the initrd for dom0
• Even if the dom0 kernel has one built-in

Problems with built-in parts
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https://www.kernel.org/doc/Documentation/filesystems/ramfs-rootfs-initramfs.t
xt

Problems with built-in parts
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If we have to start patching Xen and Linux to make it work, 
we might as well reconsider our approach
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Measure everything as we boot

(dealing with static command lines is a pain anyway)
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We already use the shim to measure & verify dom0
● The shim already implements TPM extend functions

Expose TPM functions through the shim protocol

● Re-use well tested wrappers

Shim Measure
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Extending the shim ABI

Log as PE but don’t measure 
with Authenticode

Log & measure as generic 
shim_measure event

Shim Measure
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Extending the shim ABI

Xen can now measure non-PE components
● Config file (which includes Xen & dom0 command line)

● XSM policy

● dom0 initrd

Shim Measure



ASSURED INFORMATION SECURITYANTI-EVIL MAID WITH UEFI AND XEN www.ainfosec.comMay 23-24,
2018

Measurements now include

Extending the SRTM chain

• Xen

• Xen command line

• XSM policy

• Dom0 kernel

• Dom0 initrd

• Dom0 command line

• Dom0 rootfs                 ?
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Integrity Measurement Architecture (IMA)

Linux measure all files touched (r/w/x) by root into the TPM

Nondeterministic when multiple cores are used to boot

● The order in which files get measured change the hash
● Not good for sealing/remote attestation
● Perhaps TPM2 non-brittle PCRs could make it work?
● Not ideal if TPM1.2 devices still need to be supported

Linux IMA
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Create separate /home, /var, /srv
● https://wiki.debian.org/ReadonlyRoot

Alternatively, apply AUFS based temp layer on top of /
● https://help.ubuntu.com/community/aufsRootFileSystemOnUsbFlash

Measure static root into the TPM from initrd!

SRTM chain is now complete!

Read-only rootfs necessary
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Use TPM measurements to prove system authenticity

Use locally sealed secret

● Needs to be unique and hard to spoof
● Spoofing a green check-mark is pretty easy (OpenXT)

Remote attestation

● Requires remote system to verify TPM quote
● Can be via network or with a QR code (TPM-TOTP)

Anti-Evil Maid proof
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How do we set boot options?

● Necessary for having debug options for dom0 and/or Xen
● Or to deploy a single Xen efi config file with many targets

No GRUB!
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EFI_LOAD_OPTION

UEFI has built-in support

● Record boot option in NVRAM
# efibootmgr -c -d /dev/sda -p 1 -w -L "Xen (normal)" -l \EFI\xen\shim.efi -u "normal"
# efibootmgr -c -d /dev/sda -p 1 -w -L "Xen (debug)" -l \EFI\xen\shim.efi -u "debug"

UEFI measures the whole struct into the TPM

● Including the OptionalData

EFI_LOAD_OPTION
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OptionalData selects section from config file

EFI_LOAD_OPTION
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Ack pending..
https://lists.xenproject.org/archives/html/xen-devel/2018-01/msg01955.html

EFI_LOAD_OPTION
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Now that the SRTM chain is complete,

can we do a DRTM?

Yes!
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1. Load tboot from xen.efi & measure with shim
2. Load second copy of Xen & measure+verify with shim
3. Build multiboot struct in xen.efi pointing to second copy of Xen
4. Launch tboot using multiboot struct

No more “gap”!

*Joint work with Daniel De Graaf

Launching tboot*
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SRTM patches merged to OpenXT, DRTM patches posted

Shim patches upstreamed/under review

Xen patch posted, Ack pending

General instructions, patches and scripts posted at

● https://github.com/tklengyel/xen-uefi

Status
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