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“Tux” by Larry Ewing



History of Linux BIOS

LLNL MCR cluster
#3 top500 2003
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https://www.intel.com/content/www/us/en/intelligent-systems/intel-firmware-support-package/intel-fsp-overview.html

Vincent Zimmer from Intel
Presenting after the break!



Intel S2600WFIntel S2600WF
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Trust…. but verify



Trust…. but verify

only what you can





Reproducible



Reproducible
With reproducible builds, multiple parties can 
independently ensure they all get exactly the 
same result.
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“LinuxBoot converts your Linux 
developers into firmware engineers”
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Measure Everything
(Static root of trust)





(something about 
remote attestation)





doi>10.1145/2991079.2991104



Measure “Everything”?



https://doi.org/10.1145/2991079.2991104




NIST Special Publication 800-193
Platform Firmware Resiliency Guidelines



Preventing 
Persistence



https://cloudplatform.googleblog.com/2017/08/Titan-in-depth-security-in-plaintext.html

Custom security modules

Jon McCune from Google
Presenting tomorrow!



https://medium.com/@matrosov/bypass-intel-boot-guard-cc05edfca3a9

Intel BootGuard on commodity hardware







dm-verity for signed, read-only filesystems

https://source.android.com/security/verifiedboot/



Brendan Kerrigan on AEM
Presenting tomorrow!
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(Management Engine)



https://www.theregister.co.uk/2017/05/01/intel_amt_me_vulnerability/



https://github.com/corna/me_cleaner
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OpenBMC - A Customized Linux Distribution Running on BMC (Tian Fang  @ Facebook)





Getting started
with LinuxBoot







OEM





Secure
Flexible
Resilient

Open
Reproducible

Measured



linuxboot.org
trmm.net/NERF
linuxboot.org

trmm.net/NERF
.org.org
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