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AN EASY-TO-INTEGRATE AND SCALABLE FIRMWARE SOLUTION
FOR DEVELOPERS

Intel® Firmware Support Package (Intel® FSP) provides key programming information for initializing Intel® silicon and can be easil
integrated into a boot loader of the developer's choice. It is easy to adopt, scalable to deq

economical to build. Components include: VI nce nt Zl m mer from I ntel

» CPU, memory controller, and Intel® chipset initialization functions as a binary pack

preserves existing features and frameworks, and fits into existing boot loaders P rese ntl n g afte r th e b re ak!

» Integration guide: Describes the APIs available to communicate with Intel FSP and to integrate it with a boot-loader solution

https://www.intel.com/content/www/us/en/intelligent-systems/intel-firmware-support-package/intel-fsp-overview.html
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System Startup Gets a Boost with New
LinuxBoot Project

January

Enables Server Setup and Boot with a Linux Kernel

The Linux Foundation is pleased to welcome LinuxBoot to our family of open source projects and to
support the growth of the project community. LinuxBoot looks to improve system boot performance
and reliability by replacing some firmware functionality with a Linux kernel and runtime.

Firmware has always had a simple purpose: to boot the OS. Achieving that has become much more
difficult due to increasing complexity of both hardware and deployment. Firmware often must set up
many components in the system, interface with more varieties of boot media, including high-speed
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559
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340
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Directory
1lib
gnulib
fs

kern
loader
commands
video
disk
osdep
net
normal
term

bus
gfxmenu
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bhoot
efiemu
script
io
partmap
font
mmap

gdb
gettext
top_dir
parttool
hook

SLOC-by-Language (Sorted)
ansic=63197,asm=6268,sh=139
ansic=30102,sh=492
ansic=23599
ansic=13791,asm=1459
ansic=15027
ansic=14531,asm=67
ansic=11856

ansic=11237

ansic=8518

ansic=7528

ansic=6788

ansic=5911

ansic=5246

ansic=4436
ansic=2978,asm=520
asm=2540,ansic=119
ansic=2466,asm=113
ansic=1723,1ex=393,yacc=268
ansic=1784

ansic=1480

ansic=1262
ansic=994,asm=134
ansic=396,asm=163
ansic=419
sh=234,awk=75,ansic=31

ansic=112 _ ]
ansic=79 generated using David A. Wheeler's 'SLOCCount’
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mmap ansic=994,asm=134

gdb ansic=396,asm=163

gettext ansic=419

top_dir sh=234,awk=75,ansic=31
parttool ansic=112

hook ansic=79 generated using David A. Wheeler's 'SLOCCount'
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Directory
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ansic=1723,1ex=393,yacc=268
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sh=234,awk=75,ansic=31

ansic=112
ansic=79

generated using David A. Wheeler's 'SLOCCount'
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Directory
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net ansic=7528 |
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bus ansic=5246

gfxmenu ansic=4436

tests ansic=2978,asm=520

boot asm=2540,ansic=119

efiemu ansic=2466,asm=113

script ansic=1723,1ex=393,yacc=268
io ansic=1784

partmap ansic=1480

font ansic=1262

mmap ansic=994,asm=134

gdb ansic=396,asm=163

gettext ansic=419

top_dir sh=234,awk=75,ansic=31
parttool ansic=112

hook ansic=79 generated using David A. Wheeler's 'SLOCCount'
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Directory
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ansic=63197,asm=6268,sh=139
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=
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loader
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gdb ansic=396,asm=163
gettext ansic=419
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./grub/grub-core SLOC count:

ansic:
asm:
sh:
lex:

235,636
11,264
865

393

268

248,501

generated using David A. Wheeler's 'SLOCCount'
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VIDEOS SMARTCITY WINDOWS10 CLOUD INNOVATION SECURITY APPLE MORE

B used shady ‘rootkit' tactic to quietly
reinstall unwanted software

Even when users reinstalled a clean version of Windows on some devices, the software would still reappear.

‘5@‘—"' By Zack Whittaker for Zero Day | August 12, 2015 -- 15:21 GMT (08:21 PDT) | Topic: Security

(image: Sarah Tew/CBS Interactive)
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Privacy  Encryption  Antivirus

NEWS

Hacking Team's malware uses a UEFI rootkit
to survive operating system reinstalls

The feature allows the company's software to persist even if the hard disk drive if replaced.

By Lucian Constantin | Follow
Romania Correspondent, IDG News Service ﬁ O @ @ @ @

Jul 14, 2015 6:56 AM PT



o BIOS Software Supply Chain Breakdown

« Independent BIOS Vendors are 3rd-party UEFI! developers that
sell value-added UEFI, toolkits, and custom development services
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Ll osresearch / heads @ Watch 45 % Star 512 | Y Fork 54

<> Code Issues 73 Pull requests 11 Projects 0 Wiki Insights

Branch: master «

Commits on May 7, 2018

Merge branch 'usb-scan-gui’ of https://github.com/kylerankin/heads

Verified B 9c95b4e <>
H osresearch committed 9 days ago
Merge branch 'word_wrap_whiptail’ of https://github.com/kylerankin/heads - LS ESTIEL Lz S eloeel i 2
n T verified signature. 162 <>
- osresearch committed 9 days ago
osresearch
Merge branch ‘flashrom' of https://github.com/flammit/heads 4
. i ¥ Trammell Hudson 44 <

- osresearch committed 9 days ago
GPG key ID: B6SBFES40DEF86C0

. Learn about signing commits
Commits on May 5, 2018 i

Add back flashrom support for KGPE-D16 Verified B bboesc PR

ﬁ flammit committed 11 days ago



reproduciple-builds

Provide a verifiable path from source code to binary.

Documentation  Talks & Resources  Tools Contribute Events Blog Whoisinvolved?

What is it
about?

Why does it

mMattar?

News

Reproducible builds are a set of software development practices
that create a verifiable path from human readable source code
to the binary code used by computers. (Full definition)

Most aspects of software verification are done on source code, as
that is what humans can reasonably understand. But most of the



reproduciple-builds

Provide a verifiable path from source code to binary.

With reproducible builds, multiple parties can
iIndependently ensure they all get exactly the
same result.

\X/hat iS |t Reproducible builds are a set of software development practices
about’) that create a verifiable path from human readable source code
to the binary code used by computers. (Full definition)

\X/hy doeg |t Most aspects of software verification are done on source code, as

N AattAar? that is what humans can reasonably understand. But most of the
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Flexibility



“LinuxBoot converts your Linux
developers into firmware engineers”

Open Systems Firmware




#!/bin/sh

# This is the very first script invoked by the Linux kernel and is

# running out of the ram disk. There are no fileysstems mounted.

# It is important to have a way to invoke a recovery shell in case

# the boot scripts are messed up, but also important to modify the

# PCRs if this happens to prevent the TPM disk keys from being revealed.

# First thing it is vital to mount the /dev and other system directories
mkdir /proc /sys /dev /tmp /boot /media 2>&- 1>&-

mount /dev

mount /proc

mount /sys

# Setup the pty psudeo filesystem
mkdir /dev/pts
mount /dev/pts

if [ ! -r /dev/ptmx ]; then
1n -s /dev/pts/ptmx /dev/ptmx
fi

JE Tt 1im Hha AadhAarTraad



.config - Linux/x86 4.9.38 Kernel Configuration

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [x] built-in [ ]

[g] 64-bit kernel
eneral setup --->
[*] Enable loadable module support --->
[*] Enable the block layer --->
rocessor type and features --->
ower management and ACPI options --->
us options (PCI etc.) --->
xecutable file formats / Emulations --->
[*] Networking support --->
evice Drivers

< [2ehE £ < . Save > < Load




.config - Linux/x86 4.9.38 Kernel Configuration

submenus ----).
includes,

.config - Linux/x86 4.9.38 Kernel Configuration
> File systems

Arrow keys navigate the menu.
submenus ----). Highlighted letters are hotkeys.
includes, <N> excludes, <M> modularizes features.
exit, <?> for Help, </> for Search. Legend: [*] built-in

<N> excludes,

Arrow keys navigate the menu.

<Enter> selects submenus ---> (or empty
Pressing <Y>
Press <Esc><Esc> to

Ll

5
L
k>
[*]
[

econd extended fs support
he Extended 3 (ext3) filesystem
he Extended 4 (extd4) filesystem
se extd for ext2 file systems
xt4 POSIX Access Control Lists
xtd4 Security Labels
xt4 Encryption
XT4 debugging support
BD2 (extd) debugging support
eiserfs support
FS filesystem support
FS filesystem support
FS Quota support
FS POSIX ACL support
FS Realtime subvolume support
FS Verbose Warnings
FS Debugging support
FS2 file system support
CF52 file system support
trfs filesystem support
NILFS2 file system support
2F5 filesystem support
irect Access (DAX) support
nable filesystem export operations for block IO
nable POSIX file locking API
[*] nable Mandatory file locking
<@> FS Encryption (Per-file encryption)

*
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<Enter> selects submenus ---> (or empty
Highlighted letters are hotkeys.
<M> modularizes features.
Search.

Legend: [*] built-in
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Press <Esc><Esc> to
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.config - Linux/x86 4.9.38 Kernel Configuration

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to

.config - Linux/x86 4.9.38 Kernel Configuration Search. .config - Linux/x86 4.9.38 Kernel Configuration
> Flle systems —ss=cessmseseons s s s s sy > Device Drivers

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

ule support
yer --->
features

< » Second extended fs support
< » The Extended 3 (ext3) filesystem
<x> The Extended 4 (extd4) filesystem
[*] se extd for ext2 file systems
] xt4 POSIX Access Control Lists
xtd Security Labels
xt4 Encryption
XT4 debugging support
BD2 (extd) debugging support
eiserfs support

eneric Driver Options --->

us devices ----

< > Connector - unified userspace <-> kernelspace linker ----
< > Memory Technology Device (MTD) support ----

[ ] Device Tree and Open Firmware support ----

< > Parallel port support ----

-%x- Plug and Play support --->

[*] Block devices --->

< > NVM Express block device

< > NVMe Target support

FS filesystem support Misc devices --->
*> XFS filesystem support < > ATA/ATAPI/MFM/RLL support (DEPRECATED) ----
FS Quota support CSI device support --->
FS POSIX ACL support <M> Serial ATA and Parallel ATA drivers (libata) --->
[*] Multiple devices driver support (RAID and LVM) --->

FS Verbose Warnings
FS Debugging support
FS2 file system support
CF52 file system support
trfs filesystem support
NILFS2 file system support

< > Generic Target Core Mod (TCM) and ConfigFS Infrastructure --
[ ] Fusion MPT device support ----
EEE 1394 (FireWire) support --->
] Macintosh device drivers ----

[
[g] Netvork device support --->

[ ] Open-Channel SSD target support ----
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]
]
]
]
>
>
>
]
]
] FS Realtime subvolume support
]
]
>
>
>
>
>
]
]
]

2FS filesystem support nput device support --->
irect Access (DAX) support haracter devices --->
nable filesystem export operations for block IO 2C support --->
*] Enable POSIX file locking API [ ] SPI support ----
[*] nable Mandatory file locking < » SPMI support ----
<> FS Encryption (Pex-file encryption) < > HSI support ----
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Results

e OCP boot time: 8 minutes -> 20 seconds
o l.e. 24x speedup
o This is to a shell prompt in Linux

OCP -> DHCP -> wget -> kexec: 25 seconds
All userland written in Go

Linux performance and reliability in firmware
Eliminate all UEFI/ME post-boot activity B F
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Measure Everything
(Static root of trust)
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Bootstrapping and Maintaining Trust in the Cloud

Nabil Schear
MIT Lincoln Laboratory

nabil@Il.mit.edu

Bryan Richard
MIT Lincoln Laboratory
bryan.richard@Il.mit.edu

ABSTRACT

Today’s infrastructure as a service (IaaS) cloud environ-
ments rely upon full trust in the provider to secure appli-
cations and data. Cloud providers do not offer the ability
to create hardware-rooted cryptographic identities for TaaS
cloud resources or sufficient information to verify the in-
tegrity of systems. Trusted computing protocols and hard-
ware like the TPM have long promised a solution to this
problem. However, these technologies have not seen broad
adoption because of their complexity of implementation, low
performance, and lack of compatibility with virtualized en-
vironments. In this paper we introduce keylime, a scal-
able trusted cloud key management system. keylime pro-
vides an end-to-end solution for both bootstrapping hard-
ware rooted cryptographic identities for IaaS nodes and for

™ 51 k| - - 1.

Patrick T. Cable Il
Threat Stack, Inc.
pat@threatstack.com

doi>

*

Thomas M. Moyer
MIT Lincoln Laboratory

tmoyer@lIl.mit.edu

Robert Rudd
MIT Lincoln Laboratory

robert.rudd@Il.mit.edu

1. INTRODUCTION

The proliferation and popularity of infrastructure-as-a-
service (IaaS) cloud computing services such as Amazon
Web Services and Google Compute Engine means more cloud
tenants are hosting sensitive, private, and business critical
data and applications in the cloud. Unfortunately, IaaS
cloud service providers do not currently furnish the build-
ing blocks necessary to establish a trusted environment for
hosting these sensitive resources. Tenants have limited abil-
ity to verify the underlying platform when they deploy to
the cloud and to ensure that the platform remains in a good
state for the duration of their computation. Additionally,
current practices restrict tenants’ ability to establish unique,
unforgeable identities for individual nodes that are tied to a
hardware root of trust. Often, identity is based solely on a
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NIST Special Publication 800-193
Platform Firmware Resiliency Guidelines
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Custom security modules

Titan

Purpose-built chip to establish Google's purpose-built server

hardware root of trust for
Google Cloud servers

Jon McCune from Google
Presenting tomorrow!

https://cloudplatform.googleblog.com/2017/08/Titan-in-depth-security-in-plaintext.

htm



Intel BootGuard on commodity hardware

Locked in Hardware

CPU > CPU Boot Guard ] REset
Reset Microcode ACM \\f_ctor
—
Locked in BIOS i _-
OSLORdor 14 r f:::rf :;;:]t (SE(I:B+BPE|)

| 4

https://medium.com/@ matrosov/bypass-intel-boot-guard-ccO5edfca3a9






#!/bin/sh
# Verify the next stages, extract the TPM root filesystem key
# and invoke the new hypervisor and dom0® kernel.

XEN=/boot/xen-4.6.3.gz
INITRD=/boot/initramfs-4.4.14-11.pvops.qubes.x86_64.1img
KERNEL=/boot/vmlinuz-4.4.14-11.pvops.qubes.x86_ 64

gpgv "S{XEN}.asc" "S{XEN}" || die "Xen signature failed"

gpgv "S{INITRD}.asc" "S{INITRD}" || die "Initrd signature failed"
gpgv "S${KERNEL}.asc" "${KERNEL}" || die "Kernel signature failed"
unseal-key /initrd/secret.key || die "root unseal failed"

kexec -1 \

--module "S{KERNEL} root=LABEL=root rd.luks.keyfile=/secret.key" \
--module "S{INITRD}" \
--command-line "no-real-mode console=vga" \

"S{XEN}" \

|| die "Unable to load kernel/hypervisor/initrd"

kexec -e || die "Unable to kexec"



dm-verity for signed, read-only filesystems
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A REASONABLY SECURE OPERATING SYSTEM

\@

"If you're serious about security, Qubes OS is the best OS available today. It's
what | use, and free."

Brendan Kerrigan on AEM
Presenting tomorrow!
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Biting the hand that feeds IT

Security https://www.theregister.co.uk/2017/05/01/intel_amt_me_vulnerability/
Red alert! Intel patches remote

execution hole that's been hidden in

chips since 2010

Vuln reported in March, now fix is coming...

By Chris Williams, US editor 1 May 2017 at 20:27 86() SHARE Y
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Embedded Linux
Conference

o OpenloTSummit

OpenBMC - A Customized Linux Distribution Running on BMC (Tian Fang @ Facebook)
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Getting started
with LinuxBoot



@ Secure | https://github.com/linuxboot/linuxboot

[ linuxboot / linuxboot @Watch | 29 g Star 154  Fork 9

<> Code Issues 8 Pull requests 0 Projects 0 Insights

The LinuxBoot project is working to enable Linux to replace your firmware on all platforms.

firmware uefi bios linux-kernel security

D 564 commits ¥ 2 branches © 0 releases 42 10 contributors &s GPL-2.0

& Secure | https://github.com/osresearch/heads

[] osresearch / heads @Watch 45 | g Star 516  $Fork 54

<> Code Issues 73 Pull requests 10 Projects 0 Wiki Insights

A minimal Linux that runs as a coreboot or LinuxBoot ROM payload to provide a secure, flexible boot environment for laptops
and servers. http://osresearch.net/

coreboot bootrom xen firmware linux tpm verifiedboot rom

P 716 commits ¥ 3 branches © 6 releases A2 13 contributors 5fs GPL-2.0




u_5P1 BIOSL
-
; «/
.
-

-

=
-
=
a
-5
L

e -
U_sP1_81052 .
LRI

. - R9904



AT

TTTTTELL AL L s

11
I e

|
|

pc180PCIT

:

pcl

2/

B10S ROMAIE

)

ek 100
o

IS u2s
[Fho—mm,
: ".'.‘::mxl_#'..—,j«,



Fa..}. ,

FES

bl

i iy
AL




Secure Open
Flexible Reproducible
Resilient Measured



4. :

LinuxBoot.org
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