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Bigger than Heartbleed, 'Venom' security
vulnherability threatens most datacenters

Security researchers say the zero-day flaw affects "'millions' of machines in datacenters around the world.

6’;& By Zack Whittaker for Zero Day | May 13. 2015 -- 12:00 GMT (05:00 PDT) | TBpic: Cloud

Bad Rabbit: A new ransomware epidemic is on
the rise

October 24, 2017
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Xen hypervisor faces third highly critical VM
escape bug in 10 months
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No mass reboot needed after all, despite latest Xen
vulns
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Xen / Linux Privilege Escalations and Host Software Code
Execution CVEs (Years 2011-2017)
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Privilege escalations, arbitrary writes, on x86 Linux/Xen, Years 2011-2017 cve.mitre.org
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Runtime Integrity Measurement
Mechanisms(RIMM)

Privilege level:

Lowest Software
Applicati on:
- - ._} pp.h.catlon Introspection
Antivirus
Hypervisor 5 Virtual Ma.chine (VM)
Introspectlon
Firmware
SMM-based RIMM : Hypervisor and
~ OS introspection (e.g. HyperSentry,
HyperCheck, STM PE)

et stm |
Highest

SMM - System Management Mode
STM - SMI Transfer Monitor
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SMI Performance Cost Challenge

e SMI execution cost < 0.15ms - Intel BITS 3

* C(lear evidence of negative system and application performance beyond
1.5ms SMI duration

User time billing on

Hyper 0
Youtube Sentry 2.6.32 kgrnel drops 9%
Audio of user time.
Garbled
SICE context BIOSBITS SMI UT3 Game: 11% frames
Timer switch time  Latency Guideline 2% CPU cycles unacceptable
interrupts (67 uS) (150 uS) unavailable to
perturbid | host software UT3 Game: 6% 10% CPU cycles
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Microseconds l unacceptable software
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SHA1 2.6.32 kernel drops

usB Hash 2% of user time.
Speaker Xen

Warnings Code
(1.5ms)

http://web.cecs.pdx.edu/~karavan/research/SMM_IISWC_preprint.pdf
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Additional SMM-RIMM Challenges

1. Traditional SMM approaches
lack reliable access to
hypervisor state

2. Traditional SMM approaches do not
apply the principle of least privilege to
the measurement agent.
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EPA-RIMM Overview

Purpose: Detect persistent rootkits in hypervisors / operating systems by identifying
unexpected changes in system state

Features:
- SMM-based measurement agent runs in de-privileged virtual machine of STM
- Tunable performance impact reduces SMI times close to SMI latency guideline
- Flexible measurement API
- Dynamically vary measured resources
- Avoids need to build host software (VMM /0S) layout into measurement
agent
- Can obtain proper hypervisor state due to STM’s native understanding of host
software VMCS
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EPA-RIMM Detections

Attack Example Measure Check Operands

: Reg IDTR
IDT Hooking Phrack IDT VM DT
CR4.SMEP Disable Sage Reg CR4
Kernel Rootkit Code Injection | Snakso, WannaCry, Locky, Bad Rabbit VM 4K Kernel Code
Xen Rootkit Code Detection Exploited Venom vulnerability VM 4K Hypervisor Code

. , .. VM 4K Kernel RO

System Call Hooking fOrb1dd3n’s sys_call_hijack Reg CRO
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EPA-RIMM vs. Other SMM-based RIMMs

SMM RIMM SMI Duration Frequency

HyperCheck 40ms 1 per second

HyperSentry 35ms 1 per 8 or 16 second

SPECTRE 5to 32ms 16 per second to 1 per 5
seconds

EPA-RIMM (no STM) 0.26ms+ Dynamic

Minnowboard

EPA-RIMM (with STM) 0.28ms+ Dynamic

Minnowboard

Upper Bound on SMM| 1.5ms Not specified

cost

Intel BIOS BITS Guideline | 0.15ms Not specified
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EPA-RIMM Security Overview

1. STM code measured by TXT AC Module

2. EPA-RIMM reduces privileges of
measurement agent
- Via STM policy - memory, MSRs, 1/0 ...

3. Encrypted / authenticated communications

4. Exports hashes and alerts

5. Measurement Agent : 2.4K lines of code

Firmware

1

STM ‘

Firmware
2
Write
Inspector VM1 VM2
!
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Xen Hypervisor
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Conclusions

EPA-RIMM:
- Detects persistent host software rootkits/ransomwares via
light-weight measurements
- Can flexibly measure low-level VMM / OS resources
- Operates with reduced privileges according to STM
protection policy
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Thank you

* Contacts:
—Brian Delgado: bdelgado@pdx.edu

—Karen Karavanic: karavan@pdx.edu

 EPA-RIMM Tech Report: A Framework for Dynamic SMM-based

Runtime Integrity Measurement (Arxiv)
https://arxiv.org/pdf/1805.03755

* Performance Implications of SMM (IEEE IISWC 2013):
http://web.cecs.pdx.edu/~Kkaravan/research/SMM IISWC preprint.

pdf
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